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I. Thomas I. Ellis, certify Ihal I am an officer of the company named above, and acting as an agent of the
company, that I have personal knowledge Ihal the company has established operating procedures that arc adequate
to ensure compliance with the Commission's ePNI rules. See 47 C.F.R. § 64.2001 el seq.

Attached to this certification is an accompanying statement explaining how the company's procedures
ensure that the company is in compliance with the requirements set forth in section 64.2001 el seq. of the
Commission's rules.

The company has not taken any actions (proceedings instituted or petitions riled by a company at either
state commissions. the courl system, or at the Commission against data brokers) against data brokers in the past
year. Companies lllUSt report on any information thatthcy have with respect to the processes pretexters are using to
attempt 10 access CrNI ,and what steps companies are laking to protect CPNI.

The company has not received any customer complaints in the past year concerning the unauthorized release of
crNI (number of customer complaints a company has received related to unauthorized access to CPNL or
unauthorized disclosure of CPN I. broken down by category or complailll, e.g.. instances of improper access by
employees. instances of improper disclosure to individuals nOl authorized to receive the information. or instances of
improper access to online information by individuals not authorized to view the information).

Signed _--+I-'-/-.-------"_~A"-'----"'~==___
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NORTHLAND NETWORKS, LTD.
STATEMENT OF COMPANY POLICY

When referred to in tl'e guidelines set forth below, "Company," "we," or "us"
refers 10 and includes all employees, us!wciates. turd agents ofNorthfa"d Networks, Ltd.

Northland Networks. Ltd (the "Company") has a duty 10 proteci the confidential.
Customer Proprietary Network Infonnation ("CPNI") of our customers. other
telecommunications carriers, and equipment manufacturers. Therefore, the following
guidelines shall be followed by all employees and agents of the Company:

erNI is any information that relates to the quantity, technical configuration, type,
destination. location. and amount of use of a telecommunications service subscribed to by
any customer of a telecommunications carrier. and that is made available to the carrier by
the customer solely by virtue of the carrier-customer relationship. CPNI also includes
infonnation contained in the bills pertaining to the telephone exchange service or
telephone toll service received by a customer of a carrier.

Proprietary infonnation of our customers. other telecommunications carriers. and
equipment manufacturers is protected by Federal law.

CP I which the Company obtains from another carrier for the purpose of
providing a particular telecommunications service may be used only for the
provision of that service. and may not be used for any otherwise unrelated
marketing efforts.

Individually identifiable CPNlthat we obtain by providing a telecommunications
service may be used. disclosed, or released Dilly in the circumstances as set forth
in the Company's CPNI Operating Guidelines.

The release of any C)'NI by sales personnel must bc authorized by a supcn'isor.

The Compan)' takcs seriously the protection of our customers' CPNI, and in
accordance with 47 C.F.R. § 64.2009 will be subject to disciplinary review for
violation of the policies set forth above and in the Statement of Company Policy and
ePNI Operating Procedures. Please contact your supervisor if you have any
questions or require additional information.
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Northland Communications
STATEMENT OF COMPANY POLICY AND

CPNI OPERATING GUIDELINES

When referred Itt in the Guideline.' !iet forth helow, "Company, ,. "we.'" or "u.\··' refer.'! 10
and includes all employees. as!iociate~j. (urd axellts ofNnrthltullJ Communication.'!.

These Operating Guidelines relating to Customer Proprietary Network Information
('"CPN''') are intended 10 ensure the compliance by Northland Communications (the
"Company") with the Communications Act of 1934. as amended. and related regulations
regarding erNI thaI have been adopted hy the Federal Communications Commission
("FCC'). Accordingly. from lime to time. these guidelines may change based on changes
in the governing law or FCC regulations.

Northland Communications has a dut) to proteci the conlidential Customer Proprietary
Nelwork Information ,"CPNI") of our customers. other telecommunications carriers. and
equipment manufacturers. Therefore. Ihese ePNI Operating Guidelines shall be followed
by all employees and agents oflhl' Company.

erNI. according to federal la\\. is any infonnalion thai relates 10 the quantity. technical
conriguralion. type. destinalion. location. and amount of use of a telecommunications
service subscribed to by any customer of the Company. and thai is made available to the
Company by the customer solely by virtue or the Compan) -customer relationship. CP I
also includes information contained in the bills pertaining to the telephone exchange
service or telephone toll service received by a customer of the Company_ This Iype: of
information includes personal information such as: the telephone numbers called by a
customer; the length of phone calls: and services purchased by a customer. such as call
waiting.

Federal loll' also ('onlemplale.\ dow re/errt!d 10 (IS "customer informulion" and
"suhscriher /iSI ill/ormalion." These types ofdolo do nUl involve pf!rsonal_ indi,-idllally­
identifiahfe information AKKreRule CII'ilomer in/f,rmalion is dala Ihal relale.\· 10 a RrollfJ
or ell/eR0'-Y of cuMmncrs from which indil'idual customer idenlities and characleri.'itics
hure heen rem(}n.~d: suhsaiher lisl irrlormaliofl IS dara s1Ich as suhscriher name.\.
addresses. and telephone numbers. The Company'." Operali/1!{ Cillidelines addres... only

federal re~lIlatiom Ihul are applicable Iu CPNI.

The Company acknowledges that:

(I) Propriet31) information or our customers. other telecommunications carriers. and
equipment manufacturers is protected by Federal law.

(2) CPNI which the Company obtains Ii-om another carrier for the purpose of
providing a particular telecommunications service may be used only for the
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provi:sion of that service. and may not he used for any otherwise unrelated
marketing cfforls.

(3) IndividuaJl} identifiable CPNlthat \\c obtain by providing a telecommunications
service may be used. disclosed. or released only in the circumstances as set forth
in these CPNI Operating Guidelines.

The Company shall take reasonable measures to discover and protect against attempts 10

gain unauthorized access to ePNI. The Company shall properly authenticate a customer
prior to disclosing ePNI based on customer-initiated telephone contact. online account
access. or an in-slore visit.

The Company takes seriously the protection of our customers' CPNI, and in
accordance with ..f7 erR 64.2009. employees will be subject to disciplinary review
for violation of the policies set forth herein. Emplnyees should contact their
supen'isor if they have any questions or require additional information.

Important Definitions
Ace-Olin! Informa/ion ""ccount information" is information that is specifically
connected to the customer's service relationship with the carrier. includin~ such thin2.s as- -
an account number or any component thereof. the telephone number associated with the
account. or the bill"s amount.

Address nfRe,·ord. An "address of record". whether postal or electronic. is an
address thai the carrier has associated with the customer's account for at least 30 days.

Cull Dl!wU Injormmion. Any information thai penains to the transmission of
specific telephone calls. including. for outbound calls. the number called. and the time.
location. or duration of any call and. for inbound calls. the numocr from with the call was
placed. the time. location. or duration of any call.

CIISlfJmer A customer of a telecommunications carrier is a person or
cnlit) to which the lelecommunications carrier is currently providing service.

()p/.in Gpprnm/ The term "opt-in approval" refers to a method for obtaining
customer consent to use. disclose. or permit access 10 the customer's CPNI. This
approval method requires that the carrier obtain from the customer arfirmative. express
consent allowing the requested CPNI usage. disclosure. or access after the customer is
provided appropriate nOlification of (he carrier's request consistent with the requiremenls
set forth in this subpart.

()P/.OUl approml The teon "opt-out approval" refers 10 a method for
oblaining customer consenl 10 usc. disclose. or permit access to the customer's CPNI.
Under this approval method. a customer is deemed 10 have consented to usc. disclosure.
or access to till,; customer's ePNI ir the customer has failed to object thereto within the

,
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wai.ting period descri~d in 64.2008(d)( 1) after the customer is provided appropriate
notification of the carner's request for cons~nt cunsistent with the rules in this sunpart.

Prefexring ··Pretcxling"· is the practice of pretcnding to be a particular
customer or other authorized person in order to obtain access lo that customer's call detail
or other private communications records.

Tele!Jhnne numher '?lrecord The tclephone number associated with Ihe underlying
serYlce. nOI Ihe telephone number supplied a.. a eustomer's ··contact informauon·'.

Valid pholu /D 1\ ··'Valid rhoto lIr is a govcmmenl-issued means of
personal idcntification with a photograph such as driver's license. passport. or
comparable ID that is not expired.

General
Unless required by la" or "ith the approval of the customer. the Company will only use.
disclose. or permit access to indi\idually identified CP I in its provision of:

(1) The telecommunications service from which thc informal ion is derh cd.
(:?) Services nccessaf) 10. or used in. the provision of the telecommunicatiuns

service. including the publishing of dirCClories.

·1 he Company uses CPNlto:
(1) Initiate. render. bill. and colleel for telecommunications services.
(2) Provide inbound markcting. referral. or administrative services 10 the customer

for the duration of thc call. if the call was initiated by lhe customer and the
customer apprO\ es of the eompan) 's u~t: to provide such service.

(3) Pro\idc call location information concerning the uscr of a commercial mobile
service in eenain specified emergency situations. if applicable.

Exceptions
The Company may use. disclosc. or permit access to CPNL withoul customer approval.
only as described below.

The Company may usc. disclose. or permit access to CPNI for the purpose of providing
or marketing service ofierings among the categories of service (i.e.. local. interexchange.
and CMRS) to v"hich our customer alrcad) subscribes without customer appro\oal.

If a customer subscribes to more than one category of service ofTered by our Compan)'.
then the Company may share CI)NI ~mong our affiliated entities that provide a service
ofTcring \0 lhe customer.

If a customer docs no! subscribe to more lhan one offering of our Company. then the
Company will nOI share that customer's CP I with its amliatcs. except in accordance
with the Opt-out procedures described belo\\.

3
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The Company may usc ePNI. without customer approval. to market sen ices lonnerl)
known 3l) adjuncl-to·basic services. such as. but not limited to. speed dialing. computer­
provided directory assistance. call monitoring. call tracing, call blocking, call return,
repeat dialing, call tracking. call waiting. caller 1.0.. call forwarding. and certain Centrex
features.

The Company may usc. disclose. or penni! access to CPNI. without customer approval.
in its provision of inside wiring installation. maintenance. and repair services.

The Company may also usc. disclose. or penni! acces~ tll CI)NI to protect its rights or
prope"y. or to protect users of those services and other carriers from fraudulent. abusive.
or unlawful use of. or subscription to. such services.

Notification
Prior 10 any solicitation for customer approval. the Company will provide notification to
Ihe cmaomcr of the customers right to restrict lise of. disclosure of. and access to thai
customer's C'PN!. The customer notification shall provide sufficient information to
enable lhe customer to make an infonned decision as to whether to pennit the Company
to usc. disclose. or permit access to. the customer's CPNI.

The Company will maintain records of notification. whether oral. \vrittcn. or electronic.
for at least one year.

All notices will:
(I) State that the customer has a right. and the Compan) has a dut). under Federal

la"". to protect the confidentiality of CP I.
(2) Specify the types of infonnation that constitute CPNI and lhe specific entities

Ihat will receive the CPNI. describe the purposes for which CPNI will be used.
and infoml the customer of his or her righl to disapprove those uses. i:lnd deny or
withdraw access 10 CPNI at any time.

(3) Advise the customer of the precise steps the customer must take in order to grant
or deny access to ePN!. and must clearly state that a denial of approval will not
aITect the provision of any services to which the customer subscribes. Ilowever.
the Company may provide a brief statement. in clear and neutral language.
describing consequences directly resulting from the lack of access to CPNI.

(4) Be comprehensible and must not be misleading.

When written notification is prO\idcd. the notice must be clear!) legible. usc sufficiently
largc rypc. and be placed in an area so as to be readil) apparent to a custOmer.

The Company may stale in the notification thatlhc customers approval to usc ePNI rna)
enhance the carriers ability to afTer products and services tailored to the cuslOmers
needs. Tbe Carrier also mav state in the notification that it may be compelled to disclose
('PNI to any person upon ammlative written request by the customer.

4



Northland Communications
CII.~I(JmerPrn(lriCf00' NC/ll'(Jr!c In((lrma/Illn Opera/III}; (;'lIl/dlll('.fltJr Employee,\

The Carrier may nol include in the notification any statement attempting 10 encourJge a
customer to freeze third-pan)' access to CPo 11.

The notification must state that any approval. or denial of approvaL for the usc of CPNI
outside of the service to which the customer already subscribes from the Campan) IS

valid until the customer affinnalivcly revokes or limits such approval or denial.

The Company's solicitation for approval musl be proximate 10 the notification of a
cuslomcr"s ePNI rights.

Cuslorner Approval for usc ofCPNI
Northland Communications docs not give ePN! to <Iny third partics except as discussed
helo\\'. No third pany is ever given access to our customers' proprietary network
infonnatiun for the purpose of marketing. onhland Communications does not initiate
calls 10 customers for the purpose of sales or marketing.

Nonhland Communications currently uses the opt-out method for Obtaining approval (0

use ePN!. Customers arc notified bi-annually of their right to approve or deny use of
their CPNI via a postcard that is mailed to the billing address of record. The contents of
each notification comply with the standards described above. The nOlifications define the
applicable waiting period for a response hefore approval is assumed. After mailing. the
Company waits 30-days (or in its discretion a longer period of time) after giving
customers such notice and an opJXlrtunilY to Opt-aut before assuming customer approval
10 use. disclose. or pennit access to ePNI. The wailing period begins to run on the third
day following the dale that the notification was mailed.

The Company may usc Opt-oul approval to obtain a customer's consent to share CPNI
among the Company's affiliates.

Accounts for customers who choose to deny access to their ePN) are marked as "CP I
Restricted". If a customer has denied usc of CPNI and initiates a call to the Company.
one-time customer authorization for use of CPNI is obtained verbally from the customer
at that time. The Company notifies the customer that their waiver of the CPNI
requirements is for the duration or the call onl).

The contents or any such notification must comply with the requirements the Notification
Scction above. except that the Company may omit any of the following notice provisions
ifnol rclevantto the limited use for which the Company seeks ePNI:

I. Thc Company need not advise customers that if they ha\'c opted-out
previously. no action is needed to maintain the Opt-out election:

2. If the Company's limitcd CPNI usage will not result in usc by. or disclosure
to. an affiliate or third party. then the Company need not advise customers that
the Company rna)' share their CP I \\ith the Compan)'s affiliates or third
panies and need not name those entities.

J. Thc Company nced not disclose the means by which a customer can deny or
withdray, future access to CPNI. but the Company must then explain ta

,
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customers thai the scope of the approval the Company seeks is limited to one.
time use: and

4. [I' the Company communicates clearly that the customer can deny access to his
CP I for the call. then the Company may omit disclosure of th~ precise steps
a customer must lake in order to grant or dcny access to ePNI.

While a customer rna) orally approve CPNI usage. the Company has the burden of
demonstrating such approval has been gJ\:cn. When this one-time authorization is
obtained from a customer. a memo is put on their account. Memos remain on a
customer's account permanently.

ApprO\al or disapprO\al to usc. disclosc. or permit access to a customer's CP I obtained
by Ihe Company must remain in elTect until the customer revokes or limits such approval
or disapproval.

Records of approvals to usc CPNI. whether oral. written. or electronic. are maintained for
al least one year.

Call Detail Inquiries
The Compan) will disclose call detail information· to a customer only in one of the
following situations:

I. The customer is able to provide the caJl detail information without assistance.
The customer must provide the number called. the date orthc call. the time of the
call. and the duration of the call. If they provide all of these items. we may
discuss the call detail information provided by the customer.

2. The customer is on·site. and provides a valid photo 10. matching the name on the
account.

3. We can call the customer bad. at lhe telephone number of record.
4. We can mail the information to the address of record. We can also e·mail the

information to the e-mail address of record. if one exists at the time of the inquiry.
Any address of record must be established for 30 days prior to the inquiry.

*Call detail infonnation for local calls is only provided with a subpoena.

E-mailed Bills
Customers of Northland Communications have the option of having lheir bills e·mailed
to them. Customers must call the Business Office to SCi up this feature. The customer
service representative must verify thai he/she is speaking with a person listed on the
account. without the usc of readily available hiographieal infonnation or account
informalion. using one of the following methods:

I. The customer is on·site. and provides a valid photo ID. matching the name on the
account.

., We can cailihe customer back at the telephone number of record.

Arter authentication. the customer request is processed. and a notification is sent to the
customer pursuant to the "Notice to Customers of Account Changes" section below.

•
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Address Changes, postal or c-mail

w.hcn customers call the Rusiness Orrice or come in and rt:quesl an address change
{either postal address or c-mail address). the customer service representative must verin
Ihal helshe is speaking with a person listed on thc account. without the use of readjl~

available biographical information or account information. using one of thc followin~
methods:

1. The CUSlomt:r is On-Sill'. and provides a valid photo 10. matching the name on the
account.

2. We can call1hc customer bad. at Ihc telephone number of r~cord.

After authentication. the customer request is processed. and a notilic3tion is sent 10 the
customer pursuant to Ihe ·'NOlice to Customers of Account Changes" section below.

Olher Cuslomer Service/Billing Inquiries
Other than the instances listed above, when a call is reccivcd or a person comes into tht'
officc, wc vcrify that wc arc speaking with the primary or secondary authorized contact
listcd on the account before answering any questions regarding the account. The primary
authorizcd and secondary authorized conlacls on Ihe accoun! arc the only authorized
people 10 make addilions, changcs or deletions 10 the account.

Informalion on the accounl regarding comraci tcm1S, rales, clc. are nOI to be discussed
with anyone else besides the primary and secondary authorized eonlacts.

No information is to be released to another service provider wilhout a Leiter of Agenc)
or '",ritlen authorization from the customer.

If a primary authorized or secondary authorized eoniaci changes. we need to secure the
change in writing (email/fax) from a remaining active contaci to authorize Northland
Communications to update our records. Northland Customer Relations Representatives
have the authority to aUlhorize the change without the written authorization.

If the account is marked as "CPNI restricted", employees may not use the customer's
information to offer the customer any other services without first obtaining the
customer's verbal permission 10 make such an oner. When this one·time authorization is
obtained from a customer. a memo is put on their account. Memos remain on a
customer's account permanently,

General infonnalion regarding our services may be given to anyone tha! inquires,

Bu.siness cuslomer exemplion
The Company may bind ilself conlractually to authentication regimes other Ihan those
described above for services it provides 10 its business cuslomers that have both a
dedicated account reprcsentative and a contracllhal specifically addresses the Company's
protection of CPNI.
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Notice to Customers of Account Changes
Northland Communications notifies customers via postal letter when any of the following
changes arc made to their account: ~

I. The customer's billing address of record was changed

Notifications arc mailed to the billing address of record. provided that address has been
the billing address of record for at least 30 days. In cases where the bill in!!. address \'laS
changed. notification is mailed to the previous billing address. In cases wh;rc Ihc currenl
address of record has n01 been efrective for 30 days. the nmiGcation is mailed to the
previous address of record.

Notifications only indicate Ihat a change was made 10 the account and do not give an)
detail of the change. This nOlificalion is not required when the customer initiates service.

Trouble Tickets
Anyone is authorized \0 call in a service affecting repair. Most companies will have one
person designated for this: however. we will takt.: a lrouble call from anyone within the
company. If the person is not listed on the account as either a primary or secondary
authorized eontac!. no account infonnation can be given to them.

If the trouble is a billable service i~sue. authorization must come from either the primar:
or secondaf) authorized contacts.

Marketing
The Company will maintain records of all marketing campaigns which usc CP 11. Such
records will include a description or the campaign. the specific ePNI used in the
campaign. and what products and services were offered as a part of the campaign. The
Company shall retain the records for a minimum of one year.

No third party is ever given access to our customers· proprietary network infonnation for
the purpose of marketing.

Northland Communications does nOI usc local servIce ePNI to track customers' calls.
either to competitors or any olher number.

The Company has established a supervisory review process regarding compliance with
the ePNI rulcs for outbound marketing situations and maintain records of compliance for
a minimum period of one year. Sales personnel must obtain supervisory approval of any
proposed outbound marketing request for customer approval.

Collections
Northland Communications initiatcs contact with customers for collection of unpaid past
due charges. Employees are only pennined to speak with the primary. secondary or
accounts payable department regarding the unpaid balance or any possible discontinuance
of service. When leaving a message for thc any of the above. employee!> are only
permitted to ask that the customer return the call to Northland Communications.

,
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Whcn thc Company is unable to collect a past duc balance. Ihe customer's account is
tumed over 10 n third party collection agency. Employees are permiued to give this third
party the customer's name. address. telephone number. social security number (if
known). and amount owed. Copies of customer bills arc not given to the collection
agenc) .

Joint Vcntur-c/Cont..-actors

The Company must obtain explicit appro\'al from a customer hefore disclosing ePNI to
joint \ enture partners or independent contraclors. Northlnnd Communieation~ does not
disclose customer CPNllo contractors or joint venture partners.

Other Carriers
Customers of Northland Communications may also sub~cribc to long distance services
provided b) other carriers not affiliated with Northland Communications. PIC changel:;
are received b) Northland Communications directly from the customer.

Porting requests arc received by Northland Communications by fax or c-mail. We verifv
the accuracy of the customer information listed by the other carrier and process the order
in our system. lorthland Communications docs nol share any CPNI with thcsc carriers.
rhc information sent 10 us is given to thc carrier by the customer.

lorthlaml Communications docs not contact the customer aftcr receiving a changc
request from another carrier. except for verirication. billing and collection purposes.

Law f.nfor-cement
Customer information may be provided to law enforcement agencIes that provide a
subpoena lor the infomlation.

Training
Employees or Northland Communications arc trained to prolect CPN I verbally and with
wriucn procedures. All written procedures involve only answering questions incoming
from customers. not making sales or marketing calls to customers. There are no duties
requiring or authorizing employees to call customers for marketing purposes: job
descriptions for customer service represcntativcs only include answering questions from
customers. Employees are trained to authenticate customers as described above.

Nonhland Communications employees an~ aware orlhe Company's policies.

Disciplinary Process
Employees who violate the Company's CPNI guidelines arc first given a verbal warning.
A second offense results in a \Hilten \vaming from Human Resources. A third ofTense
resulLs in suspension or tennination.

Notice of Unauthorized Disclosure of CPN)
In the event of a CPI I breach. the Company will notif) the local FBI office:

•
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Utica Resident Agency
1634 Genesee Street
Utica. NY 13502
(315) 732-2157

-nlC Co~pany shall not nmiry its customers or disclose the breach publicly. whether
voluntanly or under stale or local law or these rules. until it has completed the praces!' of
notifying law enforcement.

I\s soon as practicable. an in no event later than seven (7) business days. after reasonable
determination of the breach. the Cumpany will electronically notify the United Slates
Secret Service ("U55S") and the hdcral Bureau of Investigation (""FBr") through 1:1

central reponing facility. The internet link to the reporting facility thai shall be used b)
the Company shall be that maintained by the FCC at hllp:!il\-II'11'./C:C:.Ko\'/ehicpni.

Notwithstanding any stale law to the contrary. thc Company shall not notify customers or
disclose the breach to the public until seven (7) full busincss days have passed atler
notilication to the USSS and the FBI except if the Company believes that there is an
extraordinarily urgent need to notify any class of affected customers souner than thc
seven (7) business days provided for. in order 10 avoid immediate and irreparable hann.
the Company shall so indicate in its nOlification and rna) proceed to immediately 1l00if)
its affected customers only after consultation with the relevant investigating agency. The
Company shall coopcrate with the relevant investigating agency's request 10 minimize
any adven:e effects of such customer notilication.

If (he relevant Investigating agency determine!> thai public disclosure or nOlice to
customers would impede or compromise an ongoing or potential criminal investigation or
national security. such agency may direct the Compan) not 10 so disclose or notify for an
initial period of up to 30 days. Such period may be extcnded by the agency as reasonably
necessary in the judgment of the agency. If such direction is given. the agency shall
notify the Company when it appears that public disclosure or nmice 10 affected cuSlomers
will no longer impede or compromise a criminal investigation or nalional security. The
agency shall provide in writing its initial direclion to (he Company. any subsequent
extension. and any notification that notice will no longer impede or compromise a
criminal invcsti23tion or national security and such writings shall be contemporaneously
logged on the ~me reporting faeililY that contains records of notifications filed b~ the
Company

Arter the Company has complcted thc process of notifying law enforcement. the
Company shall notify its customers ora breach or those customers' CPNJ.

The Company shall maintain a rCf.:ord. e1ectronicall) or in some other manner. of an)'
breaches discovered. notifications made 10 Ihe USSS and the FBI. and notifications made
to customers. The record shall include. if available, dates of discover)' and notification. a
dctailed description oftllc CPNI that was the subject of the breach. and the circumSlanCl.:S
orlhc breach. The Company shall retain the record for a minimum of2 years.
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As us~d in this seelion. a "breach" has occurred when a person. withoUI authorization ('If

exceeding authorization. has intentionally gained access 10. used. or disclosed CPI I.

Compliance Certificate
An officer. as all agent or the Company. shall sign a compliance certificate on an annual
basis slating that the officer has personal knowledge thai the Company has established
operating procedures that arc adequate to ensure compliance with rcdcral CPNI
regulations. The Com pan) shall include with the ccrtificiltion a stalcmCnl explaining
how the Company's operating procedures ensure that it is or is not in compliance wilh the
rules in this subpart. Addiliomtlly. lhe Company shall include \\'ith ilS certification an
explanation of any actions taken against data brokers and a summary of all customer
complaints received in lhe past year concerning the unauthorized release of ePN!. The
Company shall make this filing annually with the enforcement Bureau of the FCC on or
before March I in EB Docket o. 06-36. for data pcnaining to the previous calendar

year.

Notice of Non-Compliance
The Company shall provide to the FCC written notice within five busines~ days of an)
instance where the Opl-out mechanisms do not work pmperly. to such a degree that
consumers' inability to Opt-out is more than an anomaly. The nOlice shall be in the form
of a letter. and will include the Company"s name. a description of the Opt-out
mechanism(s) used. the problcm(s) experienced. the remedy proposed and when the
Company will/did implement it. whether the relevant slate commission(s) has been
notified and whether it ha~ taken any action. a copy of the notice provided to customers.
and contact information. The Company shall provide such notice even if the Company
offers other methods by which consumers may Opt·OUI. and only one of those methods

was affected.

11


